Table of Contents

INtroduction / ADOUL US......ccinmsmsmsemsmsssmsssmssssnsssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssnss 2
T2 T2 1 L0 110 10 TS L 4
Competition-related ISSUES: ... ——— 6
L0103 T o0 8
Telecommunication Standard Development Organization (TSDO): .......ccuummsesmssnsmsesesesssesns 9
Mandatory testing and certification of all telecom products...........cccocvsmsmsmsmssnssssssssssssssssneas 11
Licensing, Convergence and Value Added ServiCes ... 12
Review of roaming charges with the ultimate objective of removing the
roaming charge across the Nation........ i ———————— 15
Financing of Telecommunication Sector and Creation of Fiscal Incentives ........c.cuuueeuse. 16
RevieW Of SACFA ClearancCe.....mmmmmmsssssssssss s sssassssssssssssssas 18
Use of In-Building Solution and Distributed Antenna SyStem ... 19
Periodic review of EMF standards for mobile towers and mobile devices with
reference to international Standards ... ————— 20
Prescribing sectoral Standard Operating Procedures for effective and early
mitigation during disasters and eMergencies. ... m————— 21
00 L0 2= o L N0 o 22
(0000 0T 10 00 T3 50 (01 /=T 0 ) 24
(00 1010 T 0000 141 011U 1 ¢ 26
L0 DD L 00 o Tol=) o TP 26
Problems Of IEIGAtION ... sees s sees s sssess s sssess s sssesssessasees 27
Requirements 0f @ SEPATAtE ACL......oueeerreerreereeseesseessessessseesseesssssssssssssssessssssssssssesssesssssssesssesssessssssssees 28
LD T2 0 4 L= A=Y o (0 o PP 30
Requirement of adeqUAate MEASUTES ......o..cueeeeeesreesneeiseesseesssessssssssssssssess s sssesssesssssssss s sssssssssssnees 30

DI 000 Lo 0 () o 10 00 TEoT) 0074 (ot 1o 31



Introduction / About Us

National University of Juridical Sciences, Kolkata [hereinaft e r » NUJ S ] I's a p
school, instituted by the Government of West Bengal in 1999. In a span of a decade, NUJS
has constantly been considered as one of the top law schools of India. In its short existence,
NUJS has produced outstanding lawyers and legal scholarship. It has become a centre of
excellence and has been able to attract talented faculties and students to enable cutting edge

research.

The importance of telecom policies in India is undoubted. As an economic superpower, India
is poised to increase its dependence on data and telecom services exponentially. To leverage
this dependence, it is necessary to give weight to several considerations on the way, to ensure
optimum growth. NUJS understands the significance of this field and how it can shape our
progress in the coming years. To highlight the same, NUJS started the Journal of
Tel ecommunication and Broadcasting Law [ her e
in Asia. This will create an atmosphere of critical research on debatable issues of laws
concerning telecommunications. This comment on the National Telecom Policy, 2011 has

been submitted as a sign of our focus in the said field.

Telecommunication sector is governed by a loose patchwork of various laws and regulations
which include inter alia TRAI Act, 1997, Telegraph Act, 1885, Wireless Telegraphy Act,
1933. These laws are enforced by a number of quasi-judicial and regulatory agencies
including DoT, TRAI, TDSAT, etc.

Telecommunication laws has been in force for over hundred years but, in recent times there
has been a dynamic enlargement of its ambit with the advent of modern technology and this
will continue to do so. The laws surrounding the telecom sector has not kept pace with the

happenings in this field.

The National Telecom Policy, 2011 has taken some great leaps forward. The changes
suggested including advent of cloud services, spectrum regulations and approaches to
develop the telecom sector are certainly welcome. The direction provided by this Policy will
serve as a great roadmap to making a more robust telecom infrastructure in the country. In
response to the Policy, we feel that certain topic/issues should be clarified and kept in mind.

These suggestions can be of reference at the time of finalizing the current draft of the Policy.



We are grateful to the Ministry of Communications and Information Technology for allowing
the opportunity of submitting our comments on the draft policy. We are sure that doing so,

shall enable the formulation of a comprehensive telecom policy.
Kind Regards,

Shameek Sen
(Assistant Professor, NUJS

Debanshu Khettry
(IV Year Studentlanaging Editor, JTBL
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(V Year Student, Editor, JTBL
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General Comments

A detailed note on the accomplishments and the failures of the New Telecom Policy, 1999
must be made available at the beginning of the National Telecom Policy, 2011. This will help
the public in knowing whether the Government was able to achieve the targets it had set and
what were the objectives of the 1999 Policy which are yet to be achieved. The first goal of
the 2011 Policy must be to achieve all the relevant goals of the 1999 Policy which are yet to
be achieved.

It is strongly recommended that the Ministry set timelines for each of the goals set by it in the
2011 Policy. In the DoT website, the Ministry must have a dedicated page where they
continuously update the achievements of the new Policy (as per the set timelines). This is to

ensure public accountability.

Another important area of focus is on the implementation of the objectives sought in the
Policy. Even though the Policy is quite com
various objectives of the Policy will be achieved and what measures the Government will
take to achieve the said objectives. It would be appropriate if the Policy lays down at least
some (if not all) measures that the Government intends to implement in order to achieve the

various objectives laid down.

For various issues inter alia the exit policy, policy on mergers and acquisitions, spectrum
sharing/trading/pooling/re-farming, etc. the Government needs to make quick action which

would be crucial for the industry else the seriousness of the Government will be doubted.

The DoT website must contain (in a demarcated form) all circulars, notifications, guidelines,
etc. which have been released (and which relate to the telecom sector) in a chronological

order.

All public documents relating to telecom sector (including reports, recommendations,
discussions, comments, etc.) must be also made available on the DoT website. The website

must be made search-friendly with respect to all major browsers.

It is appreciable to see that the National Telecom Policy, 2011 complies with the World Wide
Web Consortium (W3C) Web Content Accessibility Guidelines (WCAG) 2.0 level AA. It is



recommended that these guidelines are adhered to by all Government agencies and websites.

Softwares for having disabled friendly websites by the Government must be freely available.



Competition-related Issues:

The 2011 Policy is strangely silent on a key competition-law related matter, viz. mergers and

acquisitions, a pestabtish Mew dicansireg regimee takingt acare 6f the

requirements of level playing field, rollout obligations, policy on merger & acquisition and

nontdiscriminatory interconnection ke ensuring adequate competiton ( i n par agr ap

of the draft Policy) . Given TRAI s proposal for

standalone operators and merged entities, something which can hardly have any acceptable
rationale behind itself, it was all the more imperative for the Policy to be vocal on this aspect.
Given the overcrowded circles with more than 12 players in each one, a liberal merger policy

is perhaps the call of the day, so as to prevent imminent tariff wars.

Provision of exit policy (mentioned in paragraph 3.14 of the draft Policy) for even those
operators whose licenses are to be cancelled for transgression is an evident drawback that the
Policy must rectify. Perhaps a guideline for cancellation in certain deserving ought to be
envisaged, lest the lure of the fruits of undue risk and lack of contract enforceability prompt

some of the market players to cause needless distortions.

At the same time, mergers and exit policies, if ushered in by the Policy, may lead to creation
of few big oligopolistic players in the market, who may create cartels by means of
collaboration. Way for such collaboration has already been paved by networking sharing in
the name of optimizing investment (mentioned in paragraph 3.6 of the draft Policy). In this
context, lessons can be learnt from the U.S.A. where such creation of oligopoly and resultant
lesser competition led to the country having lost its foremost position in several global

measures of broadband access, quality of service and cost per mega byte etc.

Furthermore, objectives of the Policy such as providing preferential market access for
domestically manufactured telecommunication products (Objective 9) may further be against
I ndWatTéd Trade Or gani z acommanmentsibyhveay of its Gendrat

havi

er

Agreement on Tar i ff anditiesTToassliae the &rieing eesultard f t e r

confusion, the Policy may include a clarification by way of interpreting that since the private

operators are licensed to operate on behalf of the Government, the procurement of equipment
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by them is nothing but procurement on behalf of Government and hence they can resort to

preferential treatment to Indian Products and still live up to international commitments.

To conclude, given that the Policy mentions a series of lofty goals such as facilitating
consolidation in the converged telecom service sector while ensuring sufficient competition
(Objective 17), framing regulatory policies to promote competition by encouraging service
providers, whether large or small, to provide value added services under equitable and non-
discriminatory conditions (mentioned in paragraph 1.1 of the draft Policy), establishing new
licensing regime taking care of the requirements of level playing field, rollout obligations,
policy on merger & acquisition and non-discriminatory interconnection while ensuring
adequate competition (mentioned in paragraph 3.4 of the draft Policy) and facilitating
“increased competition in the telecom sector
networks by new operators and at the same time allowing the existing operators to increase

their network wutili zat i omentionedirspiragraph 2:6gfthe he ne't
draft Policy), the Policy has neglected to be vocal regarding clarification of supervisory and

regulatory jurisdiction of the Competition Commission of India [ her ei n a fatde r , CC
Telecom Regul atory Aut ARAI"|]dr yatheodash bfrihd twa. [ her e
Given TRAI “s juri sdi c tTeleecamaRbgulaoy Awharityef Indim S . 1 -
Act, 1997 [hereinafter ,TRAI Act" ,]its legislative recognition of not CCI but its now-defunct

predecessor MRTPC, as well as cases like Consumer Online Foundation v. Tata Sky Ltd. &

Other Parties offering precursors of jurisdictional clashes, perhaps the Policy ought not

remain entirely silent on the matter. In this context, two models can be suggested, the UK

model with shared jurisdiction over competition matters or the Australian model with

competition enforcement function and economic aspects of regulation remaining with the

competition authority and the technical aspects of regulation with TRAI.

Another balanced solution would probably be to have a kind of an informal advisory from the
CCI to the TRAI in cases where disputes could arise because of the prices that have been

decided upon.

! [Case 2/2009]



Objectives

Regarding Para 33 under F{cilititd acces® bojthe dirtanciale s ) W
resources on favourable terms and fiscal incentives required by indigenousastarers of

telecom products and R&D institutiohs.

The Government while framing such ,favour abl
that the taxation | aws and the country®“s tre
incompatible with th e Direct Taxes Code Bill, 2010 [

international obligations under the GATT.?2

The objective of the DTC is to remove distortions arising out of incentives. The detailed note
annexed t o t heaxikentives aerieffidient,sdistortng tniquitous, impose
greater compliance burden on the tax payer and on the administration, result in loss of
revenue, create special interest groups, add to the complexity of the tax laws, and encourage
tax avoidance and rent seekimghaviour’ It also notes that the Parliamentary Standing

Committee on Finance recommended removal of exemptions other than in exceptional cases.

As per the Department of Revenue, tax holidays should only be given in businesses with
extremely high risks, lumpy investments and lengthy gestation periods. The DTC also
removes location-b as ed i n c e n teadviedversios of teboarcesg to areas where
there is no comparative advantdgé&hese also lead to tax evasion and avoidance, and huge
administrative costs. The proposals to provide fiscal incentives in the National Telecom

Policy, 2011 seem to contradict the direct tax reforms.

Article 3 of GATT (on National Treatment of Internal Taxation and Regulation) provides that
foreign products should be accorded the same treatment that is accorded to similar domestic
products in respect of all laws, regulations and requirements affecting their internal sale,

offering for sale, purchase, transportation, distribution and use.

In granting such fiscal and trade incentives, the policies may be contrary to the approach
adopted in the DTC and | n d@his®rafsPolioyonillihayeatd i ons
be reconciled with tax reforms and trade obligations and the Ministry must be cautious in

doing so.

2 http://www.prsindia.org/theprsblog/2011/10/25/draft-policies-on-telecom-electronics-and-information-
technology-some-issues/



http://www.prsindia.org/theprsblog/2011/10/25/draft-policies-on-telecom-electronics-and-information-technology-some-issues/
http://www.prsindia.org/theprsblog/2011/10/25/draft-policies-on-telecom-electronics-and-information-technology-some-issues/

Telecommunication Standard Development Organization (TSDO):

Il n paragraph 2.10 of the Draft National
of setting up a TSDO has been mooted with the objective of reaching a consensus regarding
national standards. However, the DNTP does not make an effort to address the issue in

details specifically regarding the structure and appropriate functions of TSDO.

Tel €

One could refer to the European Telecdmmuni

for guidance regarding outlining the structure and functions of TSDO. The European Union
recognizes ETSI as the official European Standard Organization. The ETSI is governed by

its constitutional document ., ETSI Direct

and other functional aspects of the Institute.

Article 2 of the Statutes of the European Telecommunication Standard Institute outlines the
scope of ETSI to produce and perform the maintenance of technical standards, which are
critical for the unification of the European market for telecommunication.* TSDO could be
modeled on the same mandate in the light of the overall policy mandate of unifying the

telecommunication sector in India.

The ETSI consists of a General Assembly, a Board, a Technical Organization, Special
Committees, Industry Specification Groups, and a Secretariat.  Network operators,
manufacturers, users, service providers, research bodies, consultancy companies, as well as
administrative bodies are admitted as members of the ETSI. As the highest decision making
authority of the ETSI, the General Assembly is responsible for determining the overall policy
of the Institute as well as approval of admittance of members. Moreover, the ETSI provides
for ETSI Drafting Rules, which aim at providing a practical set of rules for drafting

standards®.

The Technical Bodies are committed to the development of the standards as required by the
telecommunication sector. These bodies are further classified as per requirements. For

example, an ETSI project can be established based on a market sector requirement and has a

¥ SeeETSI, available at  http://www.etsi.org/website/homepage.aspx.
* SeeETSI Directives available at http://portal.etsi.org/directives/28_directives_may_2011.pdf

® SeeETSI Drafting Rules available at http://portal.etsi.org/directives/28_directives_may 2011.pdf

V € S
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definite duration of operability. Furthermore, the members of ETSI can be a part of the
Technical Body thereby fostering the relationship between the industry and R&D for
standardization. ETSI also envisages the creation of Industry Specific Groups (ISGs)® that

work on specific technology areas and creates dedicated industry fora.

® Seelndustry Specific Group (ISG) available at
http://www.etsi.org/WebSite/ AboutETSI/RoleinRandD/IndustrySpecificationGroup.aspx
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Mandatory testing and certification of all telecom products

The mandatory testing and certification of all telecom products must happen only through
government agencies and not private agencies recognized by the government. This suggestion

is purely based on security grounds.

For the purpose of testing and certification and in order to avoid uncertainty, it would be

necessary to define what all constitut

Testing and certification procedures must not be uniform and must depend on the sensitivity
of the product (as determined by the authority concerned). For certain telecom products
(which are more sensitive in nature), the Ministry must adopt stricter and more rigorous

testing procedures.

The Ministry must also comprehend a constant review mechanism and device means to

ensure that tampering with the product does not happen after its certification.

The Ministry must also ensure that testing procedures and requirements are in conformity

with international standards and best practices.

While testing and certifying telecom products, the authority concerned must ensure that there

were no labour law violations while making them.

For security reasons, testing is not important only at the upstream level (initial stages, etc.)
but also at the downstream level (while disbanding the product). The Ministry must adopt
adequate measures for disposal of telecom products. The Environment Ministry and other

relevant ministries must be consulted while adopting such procedures.

e s
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Licensing, Convergence and Value Added Services

With regard to the recommendations put in place to effect convergence of services,
convergence of networks and unified licensing regime, one must admit that these are laudable
changes aimed to make the phenomenon of licensing technology agnostic. However, the last
recommendation, viz. encouraging digitalization of local cable networks (mentioned in
paragraph 3.3), seems to be prima facieredundant, since a move for the same has already
started from quite some time back. While one cannot claim that the said move has been a
great success, even in the 2011 Policy, no specific mode of encouragement has been specified

S0 as to attain any hitherto unattainable degree of success either.

Convergence is definitely a welcome move, but in collectivity with the one nation one license
plan (mentioned in point number 12 of the Mission Section of the 2011 Policy), it raises a
pertinent question as to the consequent status of the Internet and IPTV service providers, as
well as the cable and DTH operators. If they are mandatorily made to shift to the Unified
License Regi me (as” pmenttihen&dniigmr agaroag
incur a considerable amount of cost. The policy is silent about the possible implications on
future growth that such costs can have. With the current evident popularity of e-governance
in departments such as the Ministry of Corporate Affairs, one can perhaps devise an internet-
based platform facilitating real-time online migration procedure (including submission of
applications for all services of the Department of Telecommunications and issuing licences
and clearances) for minimization of such costs. Inclusion of such an intention in the policy

ought to be a useful one.

Furthermore, while the Policy strives for technology-neutrality, the twin concepts of network-
neutrality and content-neutrality, especially in case of wireline broadband, lie forgotten. The
latter are a problem worth consideration, given the frequent practice of differential access to
different websites, with networks and contents of clients willing to pay for faster Internet
access to customers enjoying undue advantage. The issue of throttling of access to content
and services online is another that the Policy is silent about. Nor has anything been done to
provide solution or transparency to the so-called fair usage policies that seek to impose
artificial limits on internet plans and reduction of speeds, thereby limiting consumer access to

broadband dependent content and services.

rpaapg th 3
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Coupled with the Policy"s recommendat.
departments for solving right of way issues and for establishing cellular towers, the drive to
separate content from carriage by way of two separate licenses for the Network Service
Operator and the Service Delivery Operator (mentioned in Paragraph 3.7 of the draft Policy),
the Policy probably wants to have separate governance regimes for content and carriage —
further clarification in this regard is perhaps needed and in case of such aim, the Department

of Telecommunications can perhaps take IPTV within the ambit of its jurisdiction too.

In case of such separation as envisaged, the content providers ought to be able to shrug off
their present dependence on network service providers for customer-related services. At
present the revenue share pattern ensures that control remains with the telecom operator,
except perhaps in case of mobile internet, since the latter uses its control of the content
pipeline to leverage content-value based revenue models in its favor. Perhaps along with this
recommendation, the Policy ought to allow entry to Mobile Virtual Network Operators to

offer customized offerings for specific segments of consumers in India.

However, among the worrying points of this separation, the cost that the Service Delivery
Operator has to incur for holding such a broad license is one worth mention. Perhaps such
costs can be subsidized for a new small-scale entrant who want to engage in some socially
advantageous programs such as on-demand advertising supported farming tutorials to rural
areas, across different networks. The cost of carriage to be borne by the Network Service
Operator may also force it to engage in discriminatory practice. The question may also be
posed as to whether this separation is the precursor of the government exercising regulatory

control over network content.

Regarding the delinking of spectrum from future licenses and selling the same as mentioned
in paragraph 3.13 of the draft Policy, the rationale behind selling licenses without the
assurance of spectrum attached to it is not clearly explained. Perhaps it would be more
feasible to provide license free cost to some who can buy spectrum and is willing to conform

to licensing conditions.

With reference to the exit policy envisaged in paragraph 3.14 of the draft Policy, it

undoubtedly helps the 2G license buyers to minimize their loss and not suffer from the risk

ons

t
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that they had undertaken, willingly, if one may add so, without having to wait for the lock-in
period specified at that time. However, it is really unclear as to why such a commercial
contract is not being enforced by the government, especially for those buyers unwilling to
meet their rollout obligations. This can only undermine the enforceability of governmental

policy and contract, thus inducing future buyers to undertake similar risks.
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Review of roaming charges with the ultimate objective of removing the roaming charge

across the nation

It is recommended that the Ministry take up a study first to know about the impacts,
advantages and disadvantages of becoming a free roaming nation. While it is true that some
of the developed nations are roaming free, whether Indian Telecom Industry can bear the loss
of revenue through roaming calls needs to be ascertained. A cost-benefit analysis must be
done before deciding on this.

The Ministry may also consider removing of roaming charges in a phased manner so that it is

easier for network providers to bear the loss of revenue.

While dealing with this issue, the Ministry must also clarify the policy on STD calls if the

concept of roaming is done away with.

If the Ministry decides on free roaming, TRAI must ensure that service providers do not
forward the costs to consumers by increasing local tariff. Else the entire purpose of free
roaming will be defeated. Roaming costs incurred by those who travel across states must not
be transferred to consumers at large through indirect means.

Free national roaming would require regulatory and technical reconciliation. The Ministry
would need to address inter alia issues pertaining to interconnection, licensing and other

commercial interests of telecom operators.
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Financing of Telecommunication Sector and Creation of Fiscal Incentives

In paragraph 5.2 of the DNTP 2011, a proposal has been mooted to accord infrastructure
status to telecom sector. This move is a significant one in so far the infrastructure status of
telecom sector will have consequences on the aspect of financing projects in the telecom
sector as well on the fiscal regime governing the telecom sector at present. There needs to be
clarity on what benefits accorded to the infrastructure sector will also be provided to the

telecom sector.

Recognizing telecom sector as an infrastructure sector has been a constant demand from the
industry”. As telecom sector has been viewed as one of the critical elements contributing
towards economic growth and GDP, its classification as an infrastructure sector will add to a
greater capital infusion along with the associated benefits. Recognition of telecom sector as
an infrastructure sector will provide numerous financing opportunities such as equity
financing and takeout financing. However, the concerns surround infrastructure financing
about issues such as multiple clearances at central, state, and local levels for infrastructure
projects as well as a high import duty imposed on the infrastructure equipments should be
taken into consideration®. It is imperative that the committed efforts are made in this
direction to remove the bottlenecks associated.

It is also important to take into account the issues in the fiscal regime with respect to the
telecommunication sector. Foremost is the tax holiday provided under Section 80 IA, which
provides for 100% deduction for a period of ten years in respect of profits and gains of
undertakings, engaged in the business of development, operation, and maintenance of
infrastructure facility etc. Under the present provision, in order to avail the benefits of this
provision, telecommunication services should commence before 1 April 2005. The industry
has constantly voiced its demand of extending this period to 1 April 2011 to extend the
benefit of the tax holiday to those services, which have been granted the license after 1 April
2005. This move is expected to enable the telecom services achieve a greater financial

" SeeCellular Operators Association of India, Pre Budget Memorandunikey Taxation Issues : Telecom Sector
available at www.coai.in/COAI-Pre_Budget Memorandum_2011-12.pdf

® For a detailed discussion on the problems associated with infrastructure financing seeFinancing Infrastructure
: Addressing Concerns and Challenges, available at
www.pppinindia.com/pdf/india_financing_infrastructure_addressing_constraints_and_challenges_june2006.pdf
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closure.® Furthermore, it will also place all telecom services on a level playing field.
Similarly, the benefit of this tax holiday is no longer available to any undertaking or
enterprise, which is transferred in a scheme of amalgamation after 31 March 2007.%°
However, this will be detrimental to the telecom industry per se,as it would render

amalgamations inefficient and influence the financial viability of the project.

Similarly, the excise duty on locally manufactured equipment should be 8% in order to
promote the manufacturing and services segment. Moreover, as proposed by the Working
Group on Telecom Sector for 11™ Plan (2007-2012), the service tax on telecom sector should
be reduced to promote the growth of services in the rural and semi urban areas.** A low tax
regime will significantly incentivize the growth of telecommunication services. In
determining appropriate rates of taxation, the moot question of affordability and access

should be taken into consideration.

Whil e recognizing the tel eccagmr se atudcrt
Foreign Direct Investment Policy [hereinafter ,FDI policy” §s well. As per the current FDI
Policy, 100% FDI is allowed in infrastructure sectors while only 74% is allowed in telecom

sector.

If the Government intends to keep the FDI limit in the telecom sector to the present level of
74%, then clarification would be sought to know the precise FDI policy for

tel ecommunication sector (which the Mi

° Supranote 1
10 SeeSection 80 1A (12A), Income Tax Act,1961

1 SeeReport of Working Group on Telecom Sector for 11" Plan available at
http://planningcommission.nic.in/aboutus/committee/wrkgrp11/wgll_telcom.pdfj

b ia

ni

stry



18

Review of SACFA clearance

The last review of procedure for SACFA site clearance took place in 2006. It is suggested
that the Ministry adopts best practices and holds periodic review of procedures.

SACFA should continue to play the role of an advisory body. There should be enhanced
involvement and constructive participation of the private sector in the activities of SACFA
with a view to providing greater transparency. The final decision should however, continue to
rest with the Government. For ensuring efficient working mechanism, SACFA should work
through sub-committees like:

(a) Siting sub-committee.

(b) NFAP sub-committee.

(c) International activities sub-committee.

(d) Spectrum pricing sub-committee.

(e) Relocation and compensation sub-committee.

() Sub-committee on technology/equipment standardisation in relation to Spectrum

Management issues.

[ As also suggested by the Group on Tel ecomm

Report of Spectrum Management Committee, Pri
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Use of In-Building Solution and Distributed Antenna System

It is appreciated that to promote the use of In-Bui | di ng Sol uti on

Di stributed Antenna System [hereinafte
amending the National Building Code and as well as embedding the critical requirements in
the process of developmental planning and finalization of master plans for rural and urban

areas.

The Ministry must also recognize and promote private enterprises working in this area (of
setting up IBS and DAS). Private agreements between landlords and operators must be

allowed to continue and the Ministry must not regulate the same.

Criteria for certification of IBS and DAS to use them on hospitals and schools, etc. must be

examined separately.

Restrictions must be imposed on location of towers in order to avoid a jumble of towers to

prevent the various risks it poses. Best practices from around the globe must be adopted.

[ her e

DAS
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Periodic review of EMF standards for mobile towers and mobile devices with reference

to international standards

The Report of the Inter-Ministerial Committee on EMF Radiation is comprehensive and
reasonable. In addition to that, it is recommended that the Government strives to take the lead
in ensuring parity of emission standards of mobile devices throughout the world or at least

ensure parity with countries from where India gains most amount of tourism/immigration.

This is because people entering India with mobile devices made in their own country having
high emission limits (above | ndi a" s) wi | | be affecting
India could be exposed to radiation from mobile handsets made in other countries where the
emission limits are kept high. It is recommended that the Ministry takes up a study in this

regard and propel a policy if needed.

t

h e
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Prescribing sectoral Standard Operating Procedures for effective and early mitigation

during disasters and emergencies

The Tampere Convention on the Provision of Telecommunication Resources for Disaster

Mitigation and Relkef Operations1998 must be abided by. India has ratified the Convention
in 1999.

Efforts have been taken to set-up many multipurpose community telecentres [hereinafter
», MCTs " ] i n Indi a. These MCTs <coul d be
towards preparing the communities meant to benefit from these MCTs to access vital
information on disaster management through these centres. Such efforts have been taken in

Tanzania and Pacific Islands.?

The Ministry could also make use of certain guidelines issued by the International

Telecommunication Union [ITUJwi t h regard to disaster

used

manage

Emergency Tel ecommunications*® [ hereinafter

comprehensive and detailed procedures and guidelines relating to use of telecommunication
in disaster management. It also discusses regulatory issues at National and Regional level
(such as licensing issues, frequency management, inter-connection agreements, cross-border

movement of telecommunication equipments).

The maximum stress must be laid to actual execution and implementation because the ground
realities may be quite different from planning. Training of personnel in this regard must also

be planned.

There is a need to create a resilient industry and transmission infrastructure (provision of
communication services). The Media Policy must be revisited to provide for mitigation of

disasters (both for audio and visual sectors).

The services of the Indian Emergency Telephone Number - 108 seems to be presently
available only in the states of Andhra Pradesh, Gujarat, Uttarakhand, Goa, Rajasthan, Tamil
Nadu, Chhattisgarh, Karnataka, Kerala, Assam, Meghalaya, and Madhya Pradesh seem to

have it. This service must be made available to all states in India.

12 Seelnternational Telecommunication Union, The Role of ICT iisaster Prevention, Preparedness,
Response and Relivailable online at http://www.itu.int/ITU-D/emergencytelecoms/doc/brochure2.pdf



http://www.itu.int/ITU-D/emergencytelecoms/doc/brochure2.pdf
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Role of Requlator

Enhancing the role of regulator has been the underlying mandate of the DNTP 2011 as
highlighted in paragraph 12.1. In doing so, a critical concern, which needs to be addressed,
pertains to the response of the regulatory authority to the changing technology in order to
address the need of the market in a more efficient manner. It is imperative that regulatory

policy reflects a greater degree of pro-activeness in addressing a gamut of issues.

While undertaking a thorough review of the national telecom regulator, the accountability of
regulators as well as a strengthened consumer protection paradigm should be of crucial
importance. Emphasis should be given on a proactive disclosure by the regulator on matters,

which has a significant impact on the citizens at large.

The role of regulators concerning consumer protection should be dealt with greater caution.
The approach of externalizing the consumer protection element of telecom services has
already been discussed in the comment on paragraph 6.4 of DNTP. An alternative approach is
to internalize the said element within the industry itself. Lessons can be learnt from
jurisdictions such as Australia and Malaysia where the regulators place significant emphasis
on industry self regulation as well as codes which are developed by the industry and
approved by the regulator to cover issues such as portability, billing and complaint handling
by operators.’®* Regulator can also establish consumer forums or independent
Telecommunications Industry Ombudsman to investigate complaints about the provision of
telephone or Internet services and to help parties settle disputes regarding such services, as
has been done in Australia.’* Few jurisdictions have established specialized tribunals to
assist consumers with adjudicating their claims against operators. In Peru, the Administrative
Tribunal for the Settlement of Users Claims adjudicates claims filed by users of public
telecommunications services'™. An interesting approach has been adopted by UK to address
the consumer complaints regarding telecommunication services. Office of the

Telecommunications Ombudsman (OTELO) has been established in January 2003 and acts as

3 Dr. Bob Horton, Telecommunications Consumer Protection in the #Rsiaific Region Report to the ITU
Global Symposium for Regulators, December 2002.

Y The role and powers of the Ombudsman is described in the Telecommunications (Consumer Protection and
Service Standards Act) 1999, as amended, Part 6.

15 Created by Resolution No. 013-95 CD/OSIPTEL.
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a voluntary dispute resolution service that is independent from the regulator. The role of
OTELO consists of reviewing and seeking to resolve the consumer complaints against

companies that are members.*®

1 Any Public Communications Providers (PCP) can be a member of OTELO. A PCP is any company that
provides an electronic communications network or service to the public such as fixed voice telephony, mobile
voice telephony, fax and associated or supplementary services including voice mail and call forwarding as well
as services and/or products provided to the disabled community, including access to text relay services and free
directory services. SeeTerms of Reference, Council of Telecommunications Ombudsman Service, United
Kingdom, http://www.otelo.org.uk. The specificity of what the Ombudsman can and cannot do is detailed in the
Terms of Reference, noting further that the Ombudsman has an absolute discretion to decide whether a
complaint is within the Ombudsman®"s jurisdiction.
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Consumer Protection

The TRAI Act, 1997 establishes TRAI as the nodal authority that works to protect the interest

of the consumers of t e lceoomommmu rciad d toino NS e e/ri it
defined broadly to include dat anadeawdilabledd ce s e
users by means of any transmission or reception of signs, signals, writing, images and sounds

or intelligence of any nature, byin®, radio, visual or other electrmmagnetic means.

Further, in Section 14, the TRAI Act, 1997 recognizes judicial space for consumer forums to

address complaints of individual consumers under Section 9 of the Consumer Protection Act,

1986 [ hePdAi"fafthAerj oj@t reading of the afores
the CPA envisages telecom disputes to fall under its umbrella.

There has been confusion with respect to the same however, owing to conflicting judicial
decisions. The Supreme Court in General Manager, Telecom v. M. Krishnan & Ahheld
that disputes relating to telephone bills between a consumer and a service provider fall under
the ambit of the Indian Telegraph Act, 1885
as this special Act mandated arbitration in case of disputes, no recourse to consumer forums
was possible under the general CPA. On the other hand, consumer forums have been hearing
disputes involving telecom operators for several years. The wide terminology employed in

the CPA would certainly fuel this interpretation.

Therefore, the bid to ensure that consumer forums hear disputes between consumers and
telecom service providers is laudable. This policy initiative will clarify the dichotomy in
approaches that have been followed to address such disputes. It is important that this
dichotomy be removed. This must be done so by deleting the provisions of the Telegraph
Act, mandating a different dispute resolution process that what is prescribed in the CPA.
Providing access to consumer forums will be beneficial as consumers can compel telecom

players to provide optimum services, with economic ease.

Further, this clarification can be effectuated by way of amending the TRAI Act to clearly

provide the option of consumer forums as an arena of adjudication. Rather than providing the

17(2009) 8 SCC 481.



25

same by way of a proviso as is the status quo, it must be positively stated. Alternatively, this

clarification can be provided as an explanation in the CPA.
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Cloud Computing

The DNTP pays specia | emphasis on India“"s need
mainstream. The growing developments in information technology are seen as a precursor to
providing critical services by way of cloud infrastructure. The DNTP specifically provides
that policy initiatives must be taken to ensure rapid expansion of this new service and

technologies.

Cloud computing has emerged in recent times as a tool to outsource IT solutions to scores of
customers without saddling them with infrastructural requirements to facilitate the same.
Clients can put up their data, irrespective of the type, on service platforms that transcend
geographical boundaries, and can peruse the same from anywhere. They can do so, by
choosing to utilise the services of a cloud service provider. The service provider offers this
service on a network thus, prompting t
locker services, file storage websites and even email clients, are a sign of the growing use of
cloud services. The benefit of these services to prospective clients lies in the flexibility and
the economic ease attached. The bouquet of cloud services ranges from the provision of

software, servers, storage and back-up facilities.

While the impetus given to developing this area is laudable, there are certain concerns that

must be kept in mind when leading in this direction. These are:

Security Concerns

Cloud services involve the use and processing of data that may be taken from persons or
entities. This data may be in the form of personal details, medical history, biometric

information or financial information, sensitive in nature. The field of cloud computing thus

cannot be | eft unregul at ed. Laws mandat.i

enforced.

It must thus be ensured that the latest regulations protecting privacy rights govern the
functioning of service providers. The Information Technology (Reasonable security practices

and procedures and sensitive personall

ng

dat a

Rul es ™ ] ake re ntalcea eldn fusmr mati on TecliAot bfyi Acth
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most recent law governing the said field. The application of the same must be extended to

service providers by deeming them to fall un

The Ministry of Communication and Information Technology issued a clarification, dated

24™ August 2011 and reduced the scope of application of the IT Rules, 2011. It absolved all

body corporates from complying with the substantial provisions of the IT Rules, 2011 if they

were providing services traating totcolldctioe, storage, n | n d
dealing or handling of sensitive personal data or information under contractual obligation

with any legal entity located within or outside Indi&

, Bodyo rcaotrep" would include the service provi
providers that are privy to sensitive information from entities in India or abroad, could be
absolved from following Rules 5 and 6 of the IT Rules, 2011. This is an anomalous situation
that would place the optimal growth of the industry in jeopardy. The lack of privacy

safeguards would dis-incentivize the use of these services and prevent its rapid expansion.

It must thus be ensured that this exception is not applied in case of cloud services. The
application of the existing framework must be amended in case of this field, to ensure its

continued growth.

Problems of litigation

In cases where there is a flagrant violation of Section 43A of the IT Act, 2000 compensation
must be paid by the service provider. There are however, several problems attached to
procuring the said compensation. The Adjudicating Officer under Section 46 and Cyber
Appellate Tribunal under Section 58 of the IT Act, 2000 would be unable to summon and
inquire into the affairs of a foreign service provider operating from abroad, who refuses to

appear for the inquiry.

In case the damages sought is higher than what is prescribed under the Act, the jurisdiction of
the civil court can be invoked, as per Section 20 of the Civil Procedure Code, 1908. It must
be ensured that local courts can exercise jurisdiction over such service providers. The
provision of cloud services means that services can be provided without the presence of
physical infrastructure in India. However, the maintenance of a website would be

instrumental in enabling jurisdiction. The logic of exercising jurisdiction over foreign
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websites maintained abroad could be extended to the case of a cloud service provider. This is
so despite the fact that network capabilities allow a service provider of Country A to maintain
servers in Country B and provide services in Country C, thus invoking jurisdiction in three

countries.

The protection of clients is effectuated through the case of Banyan Tree Holding (P.)td. v.

A. Murali Krishnan Reddy & Ant has clarified the law on this point by elucidating the

following principles:

1 Mere accessibility of the foreign website in a particular area would not enable the
Court to exercise jurisdiction.

1 A passive website, with no intention to specifically target audiences outside the State
where the host of the website is located, cannot vest the forum court with jurisdiction.

1 The website in question must be an interactive one which provides opportunity of
engaging with customers in the area where jurisdiction is sought. However, It is not
enough merely to show that the website hosted by the Defendant is an interactive one.
It would have to be shown that the nature of the activity indulged in by the Defendant
by the use of the website was with an intention to conclude a commercial transaction

with the website user.

In the case of a cloud service, services provided involve the client interacting with platform
of the service provider. There may or may not be a commercial element. However, the
presence of intention to utilize the services providedwould enable the exercise of jurisdiction
by local court over foreign cloud service providers. If cloud services are to be encouraged to
be used in India, there must be a legal framework in place that allows the rights of clients to
be safeguarded. This would only be possible if a client is assured of an adjudicatory

mechanism that can be used to redress their problems effectively.

Requirements of a separate Act

Different jurisdictions handle the issue of data security differently. The United States of
America [hereinafter , U. S. A" Jegulation acd\ensploys

a flexible approach to the same depending on the industry in question. On the other hand, the

182010 (42) PTC 361(Del).

or

a
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Europ e a n Uni on [ her ei na Dieetive 95/46/8BC pf thh &gropeam act e
Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of suth data
[hereinafte r , Di rective®] to govern the same. The
of privacy rights across industries. As the US-EU Safe Harbor Framework would reveal, the

principles of protection of the said rights remain the same. Despite this existing framework,

both jurisdictions have expressed a desire to update their systems of protection, to tackle the

security concerns that are posed in cloud computing. U.S.A even contemplated the merits of

the Cloud Computing Act of 2011 that was sponsored as a bi-partisan bill.

Further, the protection granted by EU by way of the Directive differs in several areas from
the Indian regulations. For instance, EU law mandates that a data controller, which decides
the purpose for which any personal data processed, has sole responsibility for safeguarding
the data. Under the aforementioned exemptions to the Regulations, the aim of which was to
benefit outsourcing companies, service providers are absolved from ensuring data security.
Following a unified regime for protecting privacy across the board is thus, beset with

problems.

Further, service providers operate by maintaining service agreements with their clients. These
agreements elucidate the terms and conditions following which, the services are provided.
The lack of regulation relating to these terms means that unfair terms would not find a check
in these privacy laws. For instance, if by contract, a service provider decides to hold data for
20 years, the Regulations cannot be used to check the necessity and consequent legality of the
same. This is especially as subsequent clarifications to the same have absolved entities
providing services under contract, from complying with the provisions of the Regulations.
This leads to an anomalous situation where contractual terms can enable the subversion of
mandated protection that includes duration of holding data, requirement of disclosing data to

third parties and prevention of publication of data.

In light of the same, we must contemplate whether we want to continue following the existing
regulations under the IT Act, 2000. Doing so will require substantive changes to ensure a
higher degree of security. Alternatively, a special enactment tailored for cloud services that
adheres to the requisite higher standards can also be considered. The same could also be used
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to remove the problem of seeking damages from proprietors of foreign cloud services, as

delineated above.

Data Intervention

Seeing the different treatment of data security in different jurisdictions, the principles guiding
data intervention must be clarified. At present, Rule 6 of the IT Rules, 2011 governs the case
of data intervention in India.™ It lays down the safeguards to the exercise of the said power in
the Information Technology (Procedure and Safeguards for Interception, Monitoring and
Decryption of Information) Rules, 2009. This includes the conditions and scope of the

exercise of power of intervention.

It must be seen that these safeguards are in line with global standards. This is particularly
important when government bodies order intervention of data of foreigners in India. This is
S0 as such interventions have a bearing on the data sovereignty of the state to which the
citizen belongs. Bringing these safeguards at par with EU considerations for instance would

increase confidence and facilitate the flow of data between the said jurisdictions.

Reqguirement of adequate measures

The cloud services operated in India would require data from foreign countries. In
jurisdictions that ensure data security, this transfer is heavily regulated. For instance, the
Directive provides that the EU member nations shall transfer data to countries outside the EU

that maintain an adequate level of protection.

This safeguard has meant that countries employing a measure of data protection, materially

different from that followed in the EU, have to show that measures taken are adequate. U.S.A

9 Provided that the information shall be shared, without obtaining prior consent from provider of information,
with Government agencies mandated under the law to obtain information including sensitive personal data or
information for the purpose of verification of identity, or for prevention, detection, investigation including cyber
incidents, prosecution, and punishment of offences. The Government agency shall send a request in writing to
the body corporate possessing the sensitive personal data or information stating clearly the purpose of seeking
such information. The Government agency shall also state that the information so obtained shall not be
published or shared with any other person.
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for instance, uses the tool of regulation and self-regulation depending on the industry
concerned. The EU however, provides for a common protection regime for protection of data
across different industries. In order to ensure that U.S. companies find no obstacle in
operating with data from the EU, the U.S. Department of Commerce in consultation with the
European Commission developed a “safe harb o ufrarhework. Individual corporations that
seek to process data from the EU, can adhere to the U.S.-EU Safe Harbor Framework and
avoid facing prosecution by EU member state authorities under EU member state privacy

laws.

We must in turn, ensure that the existing regulation in force in India are capable of being
deemed ,adequate®™ as per the norms of

provision governing cloud services that is pari materiawith the safeguards enshrined in the
Directive. This will ensure the growth of the said industry as it will ensure that clients from

foreign countries can be serviced as well.

Distinction in services

Cloud services can be provided in several variants. The cloud infrastructure can be used to
provide an application, platform, utilities in the form of servers, web services and service
commerce platforms. The operation of these services would involve the processing of
different data in a varied manner. Thus, it must be contemplated if the same regulation can be
applied across the different variants of cloud services. In the event that the same is not

possible, different measures must be enforced to address the unique features of these variants.

To sum up, before rolling out cloud services in an intensive manner, it must be ensured that
we deal with the aforementioned considerations. We must ensure that in our zeal to provide

swift and cost-effective services, there is no compromise on the security measures in place.
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